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Implanted Hidden Interconnections in a Semiconductor Device 
for Preventing Reverse Engineering 



Technical Field 

The present invention relates to semiconductor devices and their methods of manufacture 
wherein the semiconductor devices have implanted interconnections which are hidden and/or 



camouflaged so as to inhibit or prevent reverse engineering of the semiconductor device. 



The design and development of semiconductor Integrated Circuits (ICs) tends to be rather 
expensive and, in fact, many hours of engineering talent are required to develop the complex 
structures, processes and manufacturing techniques involved in making modem semiconductor 
devices and ICs. Indeed, semiconductor ICs over the years have tended to become more complex 
and therefore the effort involved in achieving a successful design has become very expensive. 
Many man-hours of highly skilled professional time are required at considerable expense to 
design and develop a modem integrated circuit. 

Others, in order to avoid not only the expense involved in the design and development of 
integrated circuits, but also to avoid the significant time involved in bringing a new integrated 
circuit design to the market place, resort to reverse engineering practices for existing integrated 
circuits to take apart, probe, and otherwise examine these existing ICs to try to determine the 
physical stmctures and methods used to make the integrated circuit for subsequent copying. This 
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reverse engineering, which typically relies primarily on obtaining planar optical images of a 
circuit, in essence tries to bypass the typical product development cycles and expenses involved 
in producing integrated circuits. 

Since the reverse engineer is trying to go for a "free ride" on the efforts of others, various 
approaches have been developed to try to thwart the reverse engineer, particularly in the field of 
semiconductor integrated circuits. See, for example, U.S. Patent No. 4,583,01 1 wherein the device 
is given a depletion implant that is virtually invisible to a reverse engineer. 

Integrated circuits typically comprise a large number of active devices, typically in the 
form of transistors, diodes, and the like, which are interconnected by the means of interconnects. 
The interconnects are often provided by metallic structures which are formed on various levels 
within an integrated circuit device. Since these metallic structures etch away in the presence of an 
appropriate etchant at a different rate compared to the other structures found in a semiconductor 
device (such as semiconducting material, insulating material, and the like), the reverse engineer can 
discover the presence and the structure of metallic conductors used to interconnect the active 
devices in an integrated circuit by putting the needed time and energy into the reverse engineering 
task. However, since this time and energy is less than that required to design a new IC, reverse 
engmeering has its followers. Indeed, the reverse engineer's object is to make a working, slavish 
copy of the original IC and the reverse engineer cares little about how the original IC was 
designed. The reverse engineer does not seem to be deterred by the fact that in many countries 
existing ICs are legally protected against copying by some form of mask works protection. As 
such, in order to protect the considerable investment made in new IC designs, other or additional 
steps are needed to deter such slavish copying. 

Summary of the Invention 



The present invention provides a method and apparatus for preventing reverse 
engineering of integrated circuits by hiding interconnects between various devices and structures 
(for example, diodes, transistors, input/output connections, power supply connections and the 



like) so as to make it much more difficult for the reverse engineer to determine how the devices 
and structures, which can be seen on an integrated circuit, are interconnected. 

In one aspect, the present invention provides an interconnect for interconnecting two 
spaced-apart implanted regions of a common conductivity type in an integrated circuit or device. 
The interconnect comprises a first unplanted region forming a conducting channel between the 
two spaced-apart implanted regions, the conducting channel being of the same common 
conductivity type and bridging a region between the two spaced-apart regions, and a second 
implanted region of opposite conductivity type, the second implanted region being disposed 
between the two spaced-apart implanted regions of common conductivity type and being 
disposed over the conducting channel. 

In another aspect the present invention provides a method of providing and camouflaging 
an interconnect between two adjacent implanted regions in an integrated circuit or device, the two 
adjacent implanted regions being of a common conductivity type. The method includes 
implanting a first region of the same common conductivity type, the first region being disposed 
between locations where said two adjacent implanted regions either have been or v^ll be formed; 
and implanting a second region of opposite conductivity type to the common conductivity type, 
the second region over-lying the first region and having a concentration profile normal to a major 
surface of the integrated circuit or device with a concentration peak closer to the major surface of 
the semiconductor device than a concentration peak for the furst implanted region. 

Brief Description of the Drawings 

Figure 1 shows a side sectional view through a semiconductor device or IC showing a 
portion of two active devices with a hidden implant providing an interconnect there between; 

Figure 2 is similar to Figure 1 , but the priority types of the devices and the interconnect 
have been reversed, compared to Figure 1 ; 

Figure 3 is similar to Figure 1, but no interconnect is provided between the active areas of 



the two transistors; 

Figure 4 is similar to Figure 3, but the camouflaging unplant shown in Figure 3 has been 
omitted; 

Figure 5 is a plan view of a semiconductor device or IC having a number of implanted 
regions forming active regions of active devices therein, some of which are interconnected in 
accordance with the present invention. 

Detailed Description 



^" — 1 figure 1 is a cross sectional view through a portion of a two interconnected active devices 

^ / 1 5 2 in an Integrated circuit. Only a portion of two active devices are shovm in Figure 1 since this 
invention is concerned with techniques for camouflaging the interconnections rather than with the 
structure of the vices per se. The portion of active device 1 which is depicted is a N-type 
region 1 1 which cauld provide the drain, for example, of a first FET transistor 1 and could be 
formed as an implantfed region with a N-type dopant by techniques very well known in the art. 
Those skilled in the artVill recognize, of course, that the N-type region 1 1 could alternatively 
form a portion of a diode,\ portion of a bipolar transistor or a portion of some other 
semiconductor structure. The\portion of active device 2 which is depicted is a N-type region 12 
which could form the source, fdr example, of a second FET transistor 2.The function or functions 
attributed to regions 1 1 and 12 areoiot particularly important to the present invention and they 
could represent any implanted semiconductor structure as a matter of design choice. 

A complicated integrated circuit\an literally comprise millions of active regions. Of 
course, not all active regions or devices areVonnected to an immediately adjacent active region or 
device although that is not infrequently the case. With respect to Figure 1, it is assumed that 
active region 1 1 and active region 12 require, duesio the design of the integrated circuit device in 
which they are used, interconnection. In the prior art they might well have been interconnected 
by providing a thin layer of gold, aluminum or other metallic conductor on the presently exposed 
surface 15 between implanted regions 1 1 and 12. HowevV accordmg to the present invention, 



regions 1 1 and 12 are interconnected by a N-type implanted region 13 which provides a 
conducti^ channel that interconnects the two active regions 11, 12. In order to camouflage the 
N-type implant 13, an implant of opposite conductivity type, for example, P-type conductivity 
type here, is implanted in a shallower region 14 immediately above the conductive channel 
formed by region\3. 

'Rhose skilled in the art will realize that if the P-type implant 14 were not employed, that 
the N-type nnplant 13, which would tend extend towards the surface 15 of the semiconductor 
device shown ik Figure 1, might be discoverable by stain and etch techniques. Depending on the 
type of implantati^ used, the concentration of the N-type dopant could well be higher in regions 
below surface 15 coimared to regions immediately adjacent surface 15. The relatively deeper N- 
type implant 13 provided a conduction path and will most likely have a relatively high dose of 
dopant to form the implanWor example, the amount of dosage of the dopant in the conduction 
path implant 13 could be the slmie as the dosage used to implant the active regions 1 1 and 12). 
The camouflaging implant, namelv, implant 14 is also a relatively heavy implant, in order to 
camouflage the opposite conductiviW type material in region 13 forming the conducting chaimel. 
However, the camouflaging implant l\is relatively shallow compared to the depth of the 
conducting implant 13. \ 

Preferably the depth of the camouflaging implant 14 will be on the order of 0. 1 jam while 
the depth of the conducting channel implant 13 will be on the order of 0.2 |am for FET transistor 
structures of the type partially depicted in Figure 1. In the case of FET transistor structures, 
those skilled in the art will appreciate that active regions 11,12 depicted in Figure 1 would often 
form source and drain contacts of such FET transistor structures. 

Those skilled in the art will appreciate that the camouflaging implant 14 being a P-type 
implant between N-type region 1 1 and N-type region 12 will not provide a conducting path. The 
depth of the implants are controlled, as is well known in the art, by the energy used in the 
implanting process. Preferably, the camouflaging implant 14 is formed first and by a relatively 
lower energy level compared to the implant which will form the conducting channel implant 13. 
Implanted region 14 should have the peak of its distribution range lying close to the surface. 



Thereafter, a relatively higher energy implant is performed to form region 13. The second 
implant, having a higher energy, should have the peak of its distribution range lying at least 2 a 
distances away from the peak of the range distribution peak for implanted region 14. The value a 
corresponds to the range profile distribution width for implant 14. 

Due to the fact that some reverse engineers have etch and/or stain processes that can 
differentiate between N-type and P-type implants, the reverse engineer with such capabilities 
might infer the presence of the hidden conducting channel 13 by noting the presence of 
camouflaging region 14 if the camouflaging region 14 only occurred when it was used to hide 
conducting channel 13. The reverse engineer might observe region 14 (assuming the reverse 
engineer is able to differentiate it from regions 1 1 and 12 due to its different conductivity type) 
and, noting that it does not provide a conduction path itself, therefore conclude that region 14 has 
no purpose other than to hide an underlying implanted region 13. Thus, the reverse engineer 
might infer the presence of a conducting channel between regions 1 1 and 12 by the presence of 
the camouflaging implant 14. Thus, in order to thwart the reverse engineer with such capabilities, 
the relatively shallow implant 14 should be used in other places where no interconnect is desired 
to be formed between two adjacent active regions. See, for example. Figure 3 where there are 
active regions 21 and 22 associated with two different active devices. Those skilled in the art 
realize, of course, that when you have two adjacent active regions they may or may not be 
interconnected due to the particular design requirements of the circuit. In Figure 3 it is assumed 
that the two regions 21, 22 are not interconnected, but nevertheless a camouflaging P-type 
implant region 24 is formed between them. By using the structure shovra in Figure 1 in some 
areas (where interconnects are needed) and the structure shovm in Figure 3 in other areas (where 
interconnects are not desired), the reverse engineer will not be able to infer the presence of an 
interconnect by the presence of the camouflaging implant 14, 24. Of course, camouflaging 
implants 14 and 24 can be formed at the same time, if desired. They are given different reference 
numerals simply for the ease of discussion and depiction. 

The configurations showrNm Figures 1 and 3 will be repeated over and over again on a 
semiconductor chip, possibly more than a million times depending upon the complexity of the 



chip. IndeedjNhe camouflaging implant 14, 24 may be used over essentially 100% of the area of 
the chip dedicated for use as interconnections and where interconnections between active regions 
could plausibly oc^ur, but do not occur. As such said camouflaging implant 14, 24 preferably has 
a larger area, when vrewed in a direction normal to a major surface of in the integrated circuit or 
device, than the area of the conductive channels camouflaged thereby. If the reverse engineer can 
not infer the presence of a\onductive channel merely by the presence of the camouflaging 
implant 14, 24, it makes the iWerse engineer have to work all that much harder to try to 
determine just how the active regions in an integrated circuit are interconnected. Given the fact 
that there can be millions of intercWiections and even more places where an interconnection 
could exist (but does not due to the particular requirements of the circuitry on the integrated 
circuit chip), this invention makes it impracticable for the reverse engineer to try to work out just 
where thq ^intcrconncotion do exist. ^ 

Of course, some practicing the present invention may elect not to use a camouflaging 
implant 14, 24 in certain regions between two active devices, as is shown in Figure 4, to confuse 
matters still further for the reverse engineer. Thus, in some places, the implanted channel 13 of 
Figures 1 and 2 might be used without a camouflaging implant 14. 

The more you confuse a reverse engineer, the more apt you are to thwart him at reverse 
engineering any particular integrated circuit. Therefore, other interconnection schemes can also be 
used in a particular IC design to camouflage further how the active regions are interconnected. 
Since there are millions of active regions in a large modem IC, different methods of 
interconnection can be combined for use together on a single IC. For example, in U.S. Patent 
5,866,933 a shallow implant is used to provide an interconnection between two active regions. 
Thus, some practicing the present invention for some interconnects on a chip may decide to use 
other inventions, including the invention of our prior U.S. Patent No. 5,866,933 in order to 
provide other interconnections. The more you confuse the reverse engineer, the better chance you 
have of thwarting his efforts. 

Those skilled in the art will realize that when the present invention is used in connection 
with the manufacture of semiconductor devices and ICs, the processes used to fabricate such ICs 

- 7 - 



and devices may require additional processing steps to use the present invention or it may be 
possible to utilize the present invention, by modifying the masks for making a integrated circuit, 
without adding additional processing steps. It basically depends upon the fabrication processes 
used by a manufacturer of integrated circuits. Thus, for some manufacturers, they should be able 
to implement the present mvention wdthout adding to the cost of manufacturing semiconductor 
devices and integrated circuits. For others, additional processing steps will be involved, which 
will add to the cost of making a semiconductor device or IC. However, the additional cost of 
making the device or IC may well be justified in view of the fact that the resulting device will be 
more robust against reverse engineering. 

Figure 2 is similar to Figure 1, but the conductivity types of the various regions have been 
reversed. While those skilled in the art will realize, of course, that the N-type regions 11 and 12 
forming the drain of a first transistor 1 and the source of a second transistor 2 is a situation which 
will frequently arise in an integrated circuit, the configuration of Figure 2 can occur and therefore 
is depicted for the sake of completeness. P-type versions of the structures shown in Figure 3 and 
4 are not included herein for the sake of brevity as those P-type structures are readily apparent 
to those skilled in the art. 

V Figure ^s a plan view of a small portion of an IC. Four FET transistors Tl - T4 are 

^ ^epicted together v^h the drains Dl - D4, sources SI - S4 and gates Gl - G4. Drain D3 and 

source S4 are depicteci as being interconnected by a buried implant 13-1 . Drain D4 and source S2 
are depicted as being intb;rcormected by a buried implant 13-2. The regions m which 
interconnections could plausibly occur, but do not occur, and the regions over-lying buried 
intercormects 13-1 and 13-2 ai^ all covered with a camouflaging implant 14, 24. As previously 
indicated, camouflaging implant\l4, 24 is preferably implanted during a single implant process 
and is only given a different numerals herein to differentiate when it overlies an interconnect 
(where it is labeled by numeral 14) and when it overlies regions where interconnections could 
plausibly occur, but do not occur (wherevit is labeled by numeral 24). The regions where buried 
interconnection 13 occur and do not occur rs go vemed by the particular function or functions to 
be performed by the IC in question. In the embodiment of Figure 5 it is clear that the 



camouflagingVnplant 14, 24 has a significantly larger area, when viewed m a direction normal to a 
major surface 1 Vsee Figures 1 & 3) of in the IC, than the area of the conductive channels 13-1 
and 13-2 camouflaged thereby. 

Those skilled in the art will appreciate that the devices Tl - T4, while they are identified 
here as FETs in this embodiment, can represent other types of semiconductor devices with active 
regions some of which are interconnected by a conducting channel such as the channel 13-2 
between S2 and D4 or the conducting channel 13-1 between S4 and D3. Of course, other or 
different interconnection patterns might well be used in practice. In any case, the conductivity 
type of regions 13-1, 13-2, Dl, S2 and S4 (as well as the other active regions) would preferably 
be of a common conductivity type in this example and, for many integrated circuits, of N-type 
conductivity. 

Having described the invention with respect to a preferred embodiment thereof, 
modification will now no doubt suggest itself to those skilled in the art. As such, the invention is 
not to be limited to the disclosed embodiments except as required by the appended claims. 



